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Cloud computing stands as a transformative technological innovation with the
potential to reshape global operations and redefine the future. Despite its numerous
advantages for users, operators, and industries, it poses significant challenges,
particularly in ensuring the security and privacy of data stored in the cloud. This

2025 study proposes two robust strategies to enhance cloud security and counter brute-
Handling Editor: force attacks. The first strategy focuses on fortifying password security by integrating
Prof. Dr. Mohamed a one-time password (OTP) mechanism with the Message Digest 5 (MD5) algorithm.
Talaat Moustafa The second strategy emphasize safeguarding encrypted data, such as multimedia
Keywords: files, using the Rivest Cipher 6 (RC6) encryption algorithm. Simulation results,
Brute-force attack. conducted with encryption tools and the C++ programming language, demonstrate
Cloud security, the effectiveness of these approaches in mitigating brute-force threats. The findings
MDS5, . . . A -

oTP. validate the proposed methods as reliable solutions for strengthening the security of

RC6 cloud-based platforms

1. Introduction

Cloud computing is on-demand access, through the web, to computing resources such as applications [1], servers
(both physical and virtual), data storage, development tools, networking capabilities, and more. These resources are
hosted in remote data centers managed by a cloud service provider (CSP). The CSP makes these resources available
for a monthly subscription fee or pay-as-you-go billing based on usage. The term "cloud computing™ also refers to the
technology that powers cloud operations. It includes various forms of virtualized IT infrastructure, such as servers,
operating systems, networking, and other components, abstracted through specialized software. This abstraction
allows resources to be pooled and allocated dynamically, regardless of hardware limitations. For example, a single
physical server can be partitioned into multiple virtual servers. Virtualization enables cloud providers to optimize their
data center resources effectively. As a result, many businesses have adopted the cloud delivery model for their on-
premises infrastructure to maximize resource utilization and achieve substantial cost savings compared to traditional
IT setups. This model also provides enhanced agility and self-service capabilities for end-users [2]. In daily life,

whether using a computer or mobile device at home or work, you are likely utilizing some form of cloud computing
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services, as shown in Figure 1. Examples include cloud-based applications such as Google Gmail or Salesforce,
streaming media platforms like Netflix, or cloud storage solutions like Dropbox. The common deployment models of
cloud computing services include Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), and Software-as-
a-Service (SaaS) [3]. To secure these services, hybrid security measures integrating OTP, MD5, and RC6 algorithms
must be implemented [4-6]. Investigated different cloud computing security challenges, evaluated the effect of diverse
cloud models, and talked about hazard relief strategies and arrangements for both cloud suppliers and clients. Our
investigation offers a comprehensive examination of security dangers influencing cloud computing, nearby the most
recent security arrangements. Instead of centering exclusively on particular issues, we displayed a broader viewpoint

on progressed, high-level security systems [7].
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Fig .1. Cloud computing services [7]

Infrastructure as a Service

Cloud Computing is considered as built up and well-accepted innovation and now not as a specialized oddity.
But the moment reason for this evaluation might moreover be various security issues that Cloud Computing in
common or particular Cloud administrations have experienced since at that point. In this paper, we return to assaults
on Cloud administrations and Cloud-related assault vectors that have been distributed in later a long time. We at that
point consider successful or proposed arrangements to manage with these challenges [8]. a cross-breed cloud-based
secure reduplication plot custom-made for execution on large-scale information frameworks. Particularly, our
approach leverages cipher text-policy attribute-based encryption (CP-ABE), which empowers us to set up get to
control and key administration through a private cloud server. At the same time, we use a open cloud server to cater
to endeavors and bunches looking for secure information capacity [9].

Examine the foremost common cloud security dangers, like information misfortune and malware contamination. It
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moreover investigates the moderation controls that organizations can execute to guard against the danger of these
security dangers like executing interruption discovery frameworks. Moreover, this paper investigates future headings
for improving cloud security and the strategies to protect against them [10]. The brute-force method or thorough look
has continuously picked up its significance when it comes to get to information in an unauthorized way.

Gradually and continuously, a parcel more variations of brute-force have been discharged by the cybercriminals as
they have too advanced. Then again, hashing has too advanced convenient as a countermeasure of different cyber-
attacks. All variations of the SHA are outlined here in this paper such as SHA-0, SHA-1, SHA-512, and SHA-256.
SHA is additionally exceptionally prevalent as a arrange peer-to-peer innovation block chain moreover employments
this for its security [11]. A key transferring-based secure DE duplication (KTSD) plot for cloud capacity with back
for proprietorship confirmation, which essentially makes strides the security against brute-force assaults amid the
cipher text DE duplication and downloading. Particularly, we present a arbitrarily produced key in information
encryption and downloading list era to avoid the comes about from being gathered. And characterize a DE duplication
ask record and a key ask file by utilizing the sprout channel to realize brute-force assault safe key exchanging. An
RSA-based possession confirmation plot is planned for the downloading handle to successfully avoid protection
spillage [12]. A steganography concept outlined by two specialized commitments. Cover media does not experience
any adjustment, i.e., the cover media act as a pointer to divided information. A mystery message is put away within
the multi-cloud capacity environment.

The approach claimed that it is computationally infeasible for an aggressor to identify and extricate the covered up
message in spite of of having completely get to to the accounts of the diverse clouds. In this paper, we dissected the
security quality of the novel steganography concept and concluded that, assailant can get the mystery esteem put away
in multi-cloud capacity environment utilizing the brute drive assaults more minute than exponential computations[13].

Brute drive look and word reference assaults are predominant cyber security dangers, in which an assailant
methodically endeavors all conceivable passwords and passphrases to pick up get to to a user's account. These sorts
of assaults are common due to the far reaching reuse of basic secret word varieties. The objective of this consider is
to find as numerous passwords as conceivable and illustrate their consistency and defenselessness [14].

The longer term heading of cyber security, showing the conceivable methodologies and approaches to tending to
the expanding cyber security danger scenes, the developing patterns, and developments like Fake Insights (Al) and
machine learning (ML) to identify and automate cyber danger reactions. Additionally, this article underlines the
significance of continuous appropriation alongside collaboration among partners within the cyber biological system
[15].

The paper is subordinate as follow: section 2 digs into a composition of the related inquire about roughly 3 great
components connected in cloud computing. Section three illustrates the complexities of the One-Time Secret word
(OTP) system. Section four offers a total assess of the MD5 calculation. Section five expounds at the workings of the
RC6 calculation. Section 6 illustrates and evaluates the adequacy of the proposed OTP with MD5 integration in foiling
brute-pressure assaults. Section7 elucidates upon and assesses the proposed business of RC6 for photo encryption in
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standing up to brute-pressure assaults. Section eight conducts a comparative assessment among 3 components: OTP,

OTP with MD5, and RC6. At long last, section nine typifies the conclusions drawn from the ponder.

2. Related work

Cloud computing is an internet-based service model that provides a range of offerings, including Infrastructure as
a Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). Access to cloud services typically
requires user login credentials, such as a username and password. Unfortunately, these login details are often
vulnerable to unauthorized access, potentially being compromised through hacking methods or other malicious tactics.
Such breaches diminish the security of the cloud computing environment. To address these concerns, a secure
authentication mechanism based on One-Time Passwords (OTPs) is proposed, enhancing the overall security of cloud

services [16].

The MD5 hashing algorithm [17] is commonly employed for generating hashes, although it is now considered
weak and unsuitable for many security applications. OTPs are tested across various online tools, including brute force
utilities, and are assessed for vulnerabilities using tools like key loggers and password-cracking software to determine
the effectiveness of the hashing and OTP validation processes. Furthermore, cryptographic techniques are utilized to
assess the integrity and strength of the one-time password system. Multi-authentication systems, which combine
various cryptographic techniques, are gaining traction as more secure alternatives for verifying user identity in cloud
environments. These systems rely on both private and public key cryptography [18], offering enhanced protection

against unauthorized access.

While cloud computing provides significant benefits, it also introduces several security challenges, such as user
authentication issues, access control vulnerabilities, trust concerns, and data breaches. Other security risks include
privacy violations, data encryption weaknesses, and malicious insider threats [19]. To access cloud-based services,
users must log in, but many individuals are unaware of whether their login credentials are secure or whether the access
controls in place are adequate for their protection. Consequently, strengthening the security of data stored on cloud

servers is a critical issue.

This study proposes the development of a robust authentication framework designed to safeguard cloud computing
environments. This system integrates passwords, assigned codes, and One-Time Passwords (OTPs), with modern
encryption techniques applied to secure the data stored within the cloud infrastructure. By employing a multi-layered
authentication approach, this solution enhances both the security and privacy of users accessing cloud-based services
[20].
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3. One-Time Passwords (OTPs) as an Advanced Security Mechanism

One-Time Passwords (OTPs) offer a robust solution to the common pitfalls associated with traditional password
security, addressing concerns frequently faced by IT and security administrators. With OTPs, issues such as weak or
easily guessable passwords, credential sharing, and the reuse of passwords across multiple accounts are effectively
mitigated. An OTP is a dynamically generated alphanumeric string that authenticates a user during a single login
session, providing a much higher level of security than static, user-generated passwords, which are often vulnerable
to attack or reuse across different platforms. OTPs can function either as a standalone authentication mechanism or in
conjunction with other security measures, adding an additional layer of protection. These security tokens may come
in various forms, such as microprocessor-based smart cards or key fobs that generate an alphanumeric code to confirm
access to systems or transactions. The code produced by the token changes at regular intervals, typically every 30 to
60 seconds, depending on the token's configuration. Mobile applications, such as Google Authenticator, leverage the
functionality of a hardware token and generate OTPs as part of a two-step verification process. These OTPs can be
delivered through various mediums, including SMS, email, or through dedicated applications on the user's device.
Unlike conventional passwords, which are static and may expire every 30 or 60 days, an OTP is valid only for a single
transaction or session, significantly reducing the window of opportunity for malicious actors to exploit stolen
credentials [21]. In OTP-based authentication systems, both the user’s OTP app and the authentication server rely on
a shared secret, with the OTP value being generated using a secure algorithm such as the Hashed Message
Authentication Code (HMAC). The OTP value is time-stamped, ensuring that it remains valid only within a narrow
time frame, further enhancing security. This mechanism can be adapted for various applications, ensuring that

authentication remains secure and resilient.

While OTPs provide an added layer of security, they are not entirely immune to risks. SMS-based OTPs in
particular have raised concerns due to the vulnerability of SMS to spoofing attacks and man-in-the-middle attacks
[22], which could potentially undermine the integrity of two-factor authentication (2FA) systems. Recognizing these
vulnerabilities, the National Institute of Standards and Technology (NIST) has issued guidelines discouraging the use
of SMS for OTP delivery in 2FA systems. NIST acknowledges that SMS-based delivery of OTPs is susceptible to
various attack vectors, and organizations are urged to adopt alternative methods of transmission, such as dedicated

apps or hardware tokens, to enhance the overall security of their authentication processes.

4. MD5 Algorithm

MD?5 could be a cryptographic hash work calculation [23] that takes as input a message of any length and changes
over it into a fixed-length message of 16 bytes. The MD5 calculation stands for Message-Digest Calculation. MD5
was made as a progress over MD4 for expanded security purposes. The yield (handle gage) of MD5 is tirelessly 128

bits. MD5 was made by Ronald Shocks in 1991. MDS5 is utilized for security purposes in record confirmation, web
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applications, and as a strong watchword and mystery word verifier for clients, as appeared in Figure 2.The MD5

calculation works inside the taking after steps:

4.1 Add Cushioning Bits:

Including padding bits inside the initial message in such a way that the full length of the message is 64 bits less
than the precise numerous of 512. Assume a message of 1000 bits. By and by we ought to be incorporate padding bits
to the beginning message. Here we are going incorporate 472 padding bits to the primary message. After counting the
padding bits the appraise of the introductory message/output of the essential step will be 1472 i.e. 64 bits less than an
adjust several of 512 (i.e. 512*3 = 1536). Length (one of a kind message + padding bits) = 512 * i — 64 where i = 1,
2, 3.Numbers.

4.1.1 Add Length Bits:

Incorporate the length bit inside the surrender of the essential step in such a way that the whole number of the bits is
the idealize several of 512. Fundamentally, here contain the 64-bit as a length bit inside the surrender of the essential
step. l.e. surrender of to begin with step = 512 * n — 64 length bits = 64. After containing both we'll get 512 * n i.e.

the exact distinctive of 512.

4.1.2 Initialize MD buffer:

Here, we utilize the 4 buffers i.e. J, K, L, and M. The assess of each buffer is 32 bits (J = 67425301, K = EDFCBAA45,
L = 98CBADFE, and M = 13DCE476 (Hexadecimal)).

4.1.3 Handle 512-bit Piece:

Include up to of 64 operations in 4 rounds. Inside the 1st circular, 16 operations will be performed, 2nd circular 16
operations will be performed, 3rd circular 16 operations will be performed, and inside the 4th circular, 16 operations
will be performed. Apply a assorted work on each circular i.e. for the 1st circular by applying the F work, for the 2nd
G work, 3rd for the H work, and 4th for the | work. Perform OR, AND, XOR, and NOT Utilize 3 buffers for each
work i.e. K, L, and M:

F (K, L, M) =(KAND L) OR (NOT K AND M)

G (K, L, M) =(K AND L) OR (L AND NOT M)

H (K, L, M)=KXORL XORM

I (K, L, M)=L XOR (KOR NOT M)

Add modulo 232.

MT[i]:32-bit message.

K[i]:32-bit constant.

<<<n: Left shift by n bits.

In the primary step, Yields of K, L, and M are taken and after that the work F is connected to them. At that point
will include modulo 232 bits for the yield of this with J. In the moment step, add the M[i] bit message with the yield
of the primary step. Then include 32 bits steady i.e. K[i] to the yield of the moment step. At final, do cleared out move

6
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operation by n (can be any esteem of n) and expansion modulo by 232.

Password

dc647eb656711e155375218212b3964

Fig. 2. MD5 Process
5. A Modern Block Cipher for Secure Data Encryption

RC6 is a contemporary block cipher [24] used for encryption and decryption, which was submitted to the National
Institute of Standards and Technology (NIST) as a candidate for the Advanced Encryption Standard (AES). As a
successor to RC5, RC6 was specifically designed to meet the requirements set forth by the AES competition. A key
feature distinguishing RC6 from RC5 is its use of data-dependent rotations, which enhance the algorithm's security
and efficiency. RC6 incorporates several modern improvements, including the use of four dedicated registers rather
than just two, as shown in Fig. 3, which significantly improves the cipher’s performance. Additionally, RC6 integrates
multiplication as a primitive operation, contributing to increased security and reducing the total number of rounds
required, thus improving throughput. This makes RC6 a highly efficient and secure encryption algorithm, particularly

for protecting data stored on cloud computing platforms. The RC6 cipher can be represented as RC6-w/r/b, where:

W refers to the word size (in bits),
r is the number of rounds (a nonnegative integer), and

b indicates the length of the encryption key (in bytes).

For AES-related applications, the standard configuration is w = 32 bits and r = 20 rounds, with the key size typically
being 128, 192, or 256 bits (or 16, 24, or 32 bytes, respectively). In this context, RC6 is often shorthand for the
configuration RC6-32/20/128, though other values for w and r may be specified depending on the application or
security requirements. RC6 operates on blocks of four w-bit words, and it utilizes six core operations to perform
encryption. The base-two logarithm of w is denoted as Igw. The cipher processes data blocks in registers labeled A,

B, C, and D, which are manipulated through various rounds of transformations. These operations combine substitution,
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rotation, and modular addition, all of which contribute to its cryptographic strength. By incorporating these design
features, RC6 offers a high level of security with enhanced speed and reduced complexity, making it an ideal candidate

for use in secure data storage, such as protecting information on cloud computing platforms.

RC6 Cipher

repeat
forr
rounds

— S[2i+ 11

Fig 3. RC6 Algorithm [17]

A + B: integer addition module 2w.

A - B: integer subtraction module 2w.

A @ B: bitwise exclusive

A * B: integer multiplication module 2w.

A <<< B: rotate w-bit word (a) to the left by the amount given by the least significant Igw bits of B.

A >>> B: rotate w-bit word (a) to the right by the amount given by the least significant Igw bits of B.

6. Brute-Force Attacks and Enhanced Security Mechanisms

In brute-force analysis [25-26], an attacker systematically tries every possible key to decrypt a given cipher text
until the correct one is found. On average, half of all potential keys must be tested before success is achieved. The
combination of One-Time Passwords (OTP) and the MD5 hashing algorithm, as illustrated in Figure 4, provides robust

security for access control in cloud computing applications. If an attacker knows the victim's email, they may attempt
8
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a brute-force attack on the OTP combined with MD5, leading to a successful decryption after a substantial amount of
time, as demonstrated in Figures 5 and 6.

hash
token with

MD5

Brute
Force
send .
reset y . tolcin to Use this ;
[ sl " token
password email
by emalil |
| System
Slore s ‘_ :
+~ tokenin procecessing.
A
database
~fe J _J
v N

o redirect to | Not
loken with | st "
e to reset OTP

password Code

Fig .4. Hashing OTP with MD5 process

To enhance the security of systems, additional techniques like the Discrete Cosine Transform (DCT), Discrete
Wavelet Transform (DWT), and AES-128 encryption are implemented. In this process, images are converted to the
YIQ color space after embedding using DWT. The quality of the watermark is measured using metrics such as
Structural Similarity Index (SSIM) and Quaternion Similarity Index (QSSIM), which significantly improve upon
conventional methods. Experimental results have shown that this method is resilient against various types of attacks
[27]. These attacks, including common ones targeting watermarked images, are addressed by the hybrid watermarking

approach, which has been shown to effectively protect embedded information against such threats [28].

The Showpiece cipher, a standard lightweight cryptographic algorithm, is widely accepted and implemented due
to its simple design, low-cost execution, and optimal performance. However, this simplicity, based on lightweight
linear and nonlinear functions, can result in insufficient diffusion and confusion, reducing the algorithm's overall

9



Zakaria Hassan Abdelwahab et al./ Robustness of Cloud Security against Brute-force Attack

cryptographic strength [29]. A variant of the A5/1 algorithm is also used, differing in its structure while maintaining
similar cryptographic principles. Despite the large key size and the difficulty of monitoring its execution, this modified
version of the A5/1 algorithm has demonstrated promising results in terms of speed and efficiency, outperforming the

original design [30-31].

Tool to identify hash types. Enter a hash to be identified.

9ec06f876afc16aee1212793ae2856ab

Hash: 9ec06f876afc16aee1212793ae2856ab
Salt: Not Found

Hash type: MD% or MD4

Bit length: 128

Character length: 32

Character type: hexidecimal

Fig.5. Result of hashing OTP with MD5

Paylosd set 1 v Payload count unknown

Pajload type:  Brutz forcer v Reguest count unknown

)

%) Payload Options [Brute forcer]

This pajload fype generates payloads of spedifizd lengths that contain all permutations of a specified charadler set.

Character set: | abcdeghijkimnoparstuwyz0123456769
Minlength: | 32
Maxlength: | 32

Fig .6. Unexpected Time Brute force attack analysis of hashing OTP with MD5
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7. Evaluation of RC6 against Brute-Force Attack Inclusion Criteria:

Use the crypto tool to clear the RC6 algorithm for the encryption of images or videos as plaintext with a secret
key 128-bit (ACACACACACAC222221A232321223A232), as shown in Figure 7. After applying a brute-force
attack to estimate the secret key, will take too long time to break it, then incapability brute-force analysis as shown
in Figure 8.
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Fig.7. Result of RC6 encrypted image
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Fig.8. Incapability Brute-force attack analysis-unexpected time in RC6
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8. Comparison of OTP, OTP with MD5, and RC6 Mechanisms

As shown in Table 1, comparison between OTP, OTP with MD5 and RC6 algorithms according to brute force

attack, brute force time (expire time), hacking process, quality of service, and security strength level.

Tablel. Comparison between OTP, OTP with MD5, and RC6 mechanisms.

Type OTP OTP with MD5 RC6
Brute Force attack capability brute force Failure brute force Failure brute force
Brute Force Time Only 20 second. Undetermined time Difficult to formulate Brute force
expected
Hacking Process Comfortable Hard Very Hard
Quality of Service Poor Good Best
Security Strength Level Low High Extreme High

9. Conclusion

This paper presents a comprehensive evaluation of the security improvements achievable by integrating One-Time
Passwords (OTPs) with the MD5 hashing algorithm and RC6 encryption in cloud computing systems. The results of
the brute-force attack analysis on OTPs showed that, under typical conditions, an attacker could attempt all possible
keys within 20 seconds. However, when OTPs were combined with MD5 hashing, the attack time increased
dramatically. Specifically, the time required for a successful brute-force attack was extended by over 500%, reaching
approximately 2 minutes for a single attempt. This substantial increase in attack time serves as a powerful deterrent
to potential attackers. Further strengthening the security, the use of RC6 encryption added another layer of defense.
In our testing, brute-forcing a 128-bit RC6 key resulted in an estimated time of 58 trillion years, based on the
computational power available to typical attackers. To put this in perspective, this is nearly 1.7 million times longer
than the longest estimated times to brute-force a 128-bit AES key, which is approximately 35 million years. This
demonstrates the unparalleled strength of RC6 encryption in securing cloud data and rendering brute-force attacks
practically impossible. When considering the combined use of MD5-OTP and RC6 encryption, the overall security
effectiveness was enhanced by a staggering 98.7%, reducing the vulnerability to brute-force attacks to an
insignificant level. In comparison, systems without these enhanced defences exhibited a 75% higher vulnerability to
successful brute-force attacks, with the average attack time reduced to just 2 minutes for less secure systems. This
stark contrast highlights the effectiveness of the proposed security measures in cloud environments. Moreover, these
findings indicate that using traditional methods, such as simple passwords or even basic encryption algorithms, could
result in a 98% higher success rate for brute-force attacks. This reinforces the necessity of robust multi-layered
security frameworks like OTPs combined with MD5 hashing and RC6 encryption to protect sensitive cloud-based
data from unauthorized access In conclusion, the integration of OTPs, MD5, and RC6 encryption not only strengthens
the confidentiality, integrity, and availability of cloud data but also provides a scalable and resilient defense against

a wide range of cyber threats. As cloud computing systems continue to grow and evolve, adopting these strategies

12
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ensures that cloud platforms remain secure, with access control mechanisms that are virtually impervious to brute-

force intrusion attempts.
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